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ERISA CYBERSECURITY

Safeguarding Retirement Plans



• Risk profile

• Targeting of retirement plans

• Integration of plan operations and technology

• Regulatory expectations 

Why Cybersecurity Matters for ERISA Plans



• ERISA turned 50 in September!

• ERISA Fiduciaries must act prudently in protecting plan assets, including 

digital data. Fiduciaries are responsible for:

o Selection and monitoring of service providers for cybersecurity risks.

o Continuous evaluation of the effectiveness of cybersecurity practices. 

• Process is more important than the outcome.

ERISA Fiduciary Duties



DOL’s Cybersecurity Guidance (Sept. 2024)

Best practices for plan sponsors:

Develop a comprehensive cybersecurity 
program.

Conduct risk assessments regularly.

Engage with service providers that have strong 
cybersecurity policies.

Carefully review service provider agreements.

Limit access to the extent needed to reasonably 
complete plan functions. 

Provide recurring, current participant training. 

Cybersecurity Program Best 
Practices:

Implement access control and identity 
management.

Ensure data encryption and secure system 
operations.

Regularly monitor and update security measures.

Online Security Tips for Participants:

Create online login credentials. 

Use strong passwords and multi-factor 
authentication.

Be cautious of phishing and suspicious emails.



Incident Response Plan 

Preparation

Develop and train response teams

Establish communication protocols

Deploy tools and resources

Detection & analysis

Monitor systems

Classify incidents based on severity and type

SCOPE & impact

Containment, eradication & 
recovery
Notify law enforcement and insurer

Limit spread

Remove the root cause (e.g., malware, 
unauthorized access)

Restore effected systems

Post incident activities 

Debrief each incident

Update the program as needed.

Documentation!



• Fraudster stole $750,000 by accessing a participant’s account, changing 

credentials, and directing a distribution of funds to the fraudster’s account

• Impacted participant sued plan sponsor, recordkeeper, and custodial bank, 

alleging that the fiduciaries missed certain “red flags”

• Custodial bank was released from the case at the motion to dismiss phase 

because, the court found, it was not acting as a fiduciary in processing the 

distribution

• Plan sponsor and recordkeeper were not released from the case, but in 

September of 2024 the parties settled this case on undisclosed terms

Colgate-Palmolive Co.



• Bad actor breached the 401(k), transferring $245,000 out of the country.

• Several security lapses occurred, including failure of online security questions and 

inadequate account communications. 

• Abbott and the service provider (Alight) were sued for breach of fiduciary duties for 

not securing the participant’s account and not properly verifying the authorization for 

funds.

• The case highlighted that a failure to safeguard plan assets and ensure that service 

providers maintain adequate cybersecurity controls can result in liability for ERISA 

fiduciaries.

• Ultimately, the court found for the plan fiduciaries in this case. 

Abbott Laboratories 



• Estee Lauder's 401(k) plan was subject to a cybersecurity incident that resulted in 

unauthorized access to participant accounts.

• Hackers exploited weak security protocols (e.g., lack of notifications of transaction 

requests).

• The breach raised concerns about the adequacy of the plan’s cybersecurity measures.

• This case emphasized the need for continuous monitoring and updating of cybersecurity 

practices.

Estee Lauder 
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